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Grow your  
business w it h 
The Business 
Guild!

Our  m ot t o is Prom ot e, Connect , Succeed, and all our  
program s are designed t o help you do t hat !
Prom ot e Your  Business

- Ads & content in Flackery magazine 
- Member-to-member ads in our newsletters & email campaigns
- Host classes & share your expertise to other small business owners

Connect  t o People

- Online groups & forums
- Mastermind groups
- Virtual & in-person events

Success St ar t s w it h t he Right  Tools & Resources

- Downloadable planning tools
- Classes & workshops
- Curated partners & resources 

Mem ber  Discount s & More!

Get  t wo m ont hs FREE w it h 
annual m em bership!

Professional 
Mem bership

$25/Mont h 
Join Today!

thebizguild.com/ join-today
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Did you break your 
website? Or, maybe 
you just  need a new 
one...

Save some money & skip 
the aggravation of doing it 
yourself with 
budget-friendly services 
from Buzz Media. 

It  may sound a lit t le crazy, but  the 
most common causes of broken 
websites are usually easy to fix. In 
fact , they're so easy, we offer a 

service called Fix It Fast .

Fix It Fast has simple, $1/minute pricing 
(15-minute minimum), for websites that  
can be fixed in 60 minutes or less.

Fed up with WordPress? A 
new website is more 
affordable than you 
think.

We offer 2-day & 2-week 
websites at a price you can 
afford!

buzzm ediallc.com

Sim ple, Af fordable 
Solut ions for  YOUR 
Business!

(603) 264-0788
Call or  Em ail Today!

You can afford $1, 
right?
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Edit or 's Not e  

What  you focus on is what  t ranspires, so 
focus on building success and see where 
you go.

This issue turned out to be quite on point, personally, which 
is interesting because, like all big projects, it was mapped 
out months ago.

I had several weeks of unplanned-for downtime and 
learned where the gaps were in my plans for how to keep 
my business running without me.

The week ly planner  is a great tool for focusing on no more 
than 3 big things a week to achieve; in partnership with time 
blocking, it helps me accomplish what needs to be done. 

The book I reviewed this quarter fits right in with planning 
for 2022 by offering real-world experience and 
sensory-filled examples for how to break a large goal down, 
down, down, until you have daily tasks to achieve.

I've had personal experience with the IRS thinking someone stole my identity, and Pat 's 
article touches on personal and business ID theft. Forms, so many forms. And waiting for 
replies. It is certainly stressful, but knowing what to do ahead of time can help manage that 
stress.

Cybersecurity and data breaches aren't feel-good topics, but the content gives insight into 
how to protect your business from breaches (that seem to be escalating) and securing your 
business data so you don't lose what you've worked long hours to build.

If you've noticed that your customer base has shrunk, or shifted, do check out the article 
about the customer journey map -- the past couple of years have changed the marketing 
field to digital -- and there's a lot of shouting to be noticed. Learn how to stand out.

Pat and I hope you end 2021 on a positive note, and are already well into planning for a 
successful 2022! We'll see you then!

Lisa J. Jackson

Editor of Flackery

Co-Founder of The Business Guild LLC

Please feel free to share this issue of Flackery with other small business owners!
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Wonder ing why t he heck  we nam ed 

The Business Guild m agazine 

f lackery?

Here's a quick  video w it h all t he answers...
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This book was 
recommended by someone 
who knows I enjoy finding 
tips and tricks to break big 
goals into small achievable 
tasks. Each of us needs to 
find what works best for us, 
right?

Attention Mastery flows from 
one topic to another easily 
enough. The repetition of 
key points can be like a 
hammer on a nail, but it 's a 
useful technique to drive 
the point home. We need to 
see or hear something 
seven times before it sticks? 
Or is that how many 
touches it takes to land a 
sale? I think it 's both.

Oakes has lived through 
NOT having attention 
mastery and developed 
techniques that successfully 
work for him (his resume is 
impressive) -- and can work 
for others, too.

The book offers techniques 
for anyone needing goal 
setting assistance, but is 
especially focused on ways 
to study for examinations 
or certifications of any kind, 
as that is the author 's 
experience.

One featured technique is 
visualizing your ultimate 
goal and then working 
backwards until you have 
small achievable tasks. 

Oakes shares two 
food-based visuals, a 
spaghetti dinner and a pb&j 
sandwich, to help you 
envision the tasks you can't 
quite see or don't know 
how you'll accomplish.

The food analogies are 
great because they touch all 
the senses - see what the 
meal will look like, taste it, 
smell it (more for the 
spaghetti than the 
sandwich), touch it (directly 

or with utensils), hear 
sounds of satisfaction, etc. 

Getting control over our 
thoughts in order to focus 
on the tasks that need to be 
done is covered quite well 
and Oakes suggests using a 
timer set for one minute (or 
less at the start), and focus 
on part of one item that 
needs to be done. If we 
finish before the time goes 
off, simply breathe and 
relax. Do a few of these 
with other tasks and see 
how quickly the to-do list is 
whittled down.

Book ReviewAt t ent ion Mast ery
By LISA J. JACKSON, The Business Guild

Aut hor : Paul Oakes

ASIN: B0992Y3CLQ

Price: $9.99 for the digital edition

Where to buy: Amazon

Not e: This book is also available in paperback
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I've used a similar method when writing 
fiction, called writing sprints. I set the timer 
for 20 minutes and let my fingers move 
across the keyboard without worry of 
typos, grammar, punctuation, or even 
complete sentences. it 's amazing how 
much can be accomplished when you focus 
on "one thing" for a short time. And if you 
get distracted, start over until you're able to 
focus for that specific amount of time.

My takeaways from this book are to (1) try 
1-minute time blocks and not rush to the 
next to-do item, (2) keep the big goal (the 
pb&j sandwich) front and center and not be 
stressed about what I don't know at the 
moment - that when I do figure out a step 

or a resource, to simply add it to the overall 
plan, (3) keep moving toward my goal daily 
with focus.

The book is a bit memoir, enjoyable to 
read, and if you're still seeking 'a way' to 
achieve big goals or manage your time 
better, you may find what you're seeking in 
these pages.

At the time of this review, the author 's 
website is still being developed. There are 
several mentions in the book to go to the 
website for more information and to 
connect with the author. You can email 
Paul Oakes at scalawr it ing@gm ail.com . ?

Looking for more book reviews?

Click  t he book  cover  t o see 
books reviewed in previous 
issues of  Flackery.

You can also find more book 
reviews on our website, 
t hebizguild.com
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Are you frustrated? 

Overwhelmed? Do you 

wonder how anyone 

who owns a business 

can achieve the 

fabled work/ life 

balance?

We all know that owning a 

business is a lot of work, 

but no one starts a 

business so they can work 

every waking moment. One 

of the top reasons people 

start their business is to 

have more control of their 

work hours.

Your days can get crazy, but 

what can you do?

Everyone talks about 

work/life balance, but 

nobody seems to know 

what it is or how to achieve 

it.

Many people picture it like 

a set of scales that equally 

balance work on one side 

and everything else to do 

with life on the other. The 

problem is that kind of 

parity seldom happens in 

the real world.  

Today you may have a big 

deadline that keeps you at 

your desk for six hours, 

tomorrow you may need to 

cram in three meetings, 

Creat e YOUR Per fect  Work /Life Balance & 
Have t he Best  Year  Ever !
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deal with a client crisis, and 

take the dog to the vet 

before you leave early to 

coach your daughter?s 

softball team. 

When you add up all the 

things you have to do, 

there is precious litt le time 

left for the things you want 

to do. 

As a small business owner, 

your schedule changes with 

your commitments, making 

it impossible to apply a 

one-size-fits-all solution 

that will work for every 

scenario.

Instead of looking for a 

system that will magically 

split your schedule 

between your business and 

personal life, how about 

trying one that flexes with 

your needs?

Most of us spend a lot of 

our day on autopilot. If you 

take some time to review 

the tasks you think you 

should do versus the ones 

you want or need to do, 

you?re going to find that a 

lot of your regular activity is 

just busywork.

Who wants to live like that? 

It?s no wonder so many of 

us feel exhausted and 

beaten down. 

The good news is you can 

fix it.

12

Click  t he Work /Life Worksheet  above t o open in a browser  w indow.
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We identified the seven key 

components for a healthy, 

well-balanced life and 

arranged them in a simple, 

one-page worksheet.

1. Define what your ideal 

day looks like

2. Identify the top three 

things you want or 

need to do

3. Wellness

4. Hobbies & Interests

5. People & 

Relationships

6. Home/Chores

7. Work

We?re not making any 

promises, but we think 

we?ve put together a 

fantastic litt le tool to help 

you define what your 

work/life balance looks like 

and the steps to achieve it.

Take a few minutes to 

review the worksheet and 

think about your answers. 

By the time you get to the 

end, you should have a 

workable action plan. If you 

do this once a week, you?ll 

be able to adapt your 

routines to create your 

perfect work/ life balance 

and make 2022 the best 

year ever. ?
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There is no way to sugarcoat it. 

Reports of identity theft doubled in 

2020 and this year?s numbers are on 

track to be even higher.

According to the Federal Trade 

Commission (FTC), there were 1,387,597 

reports of identity theft in 2020, with 

406,560 victims stating their identity was 

used to apply for a government document 

or benefit. In 2019, those numbers were 

650,523 and 23,236, respectively.  

While this is worrisome for anyone, it?s 

even more problematic for sole 

proprietors, partners, and limited liability 

companies who file business income and 

losses with their personal taxes.

This is worse than lost returns or missing 

refunds. 

Identify theft can destroy your ability to 

qualify for loans, lines of credit, or even 

government contracts. Imagine someone 

using your identity to take out loans, apply 

for unemployment, or commit a crime. 

Once you let that idea sink in, 

consider the complication of 

someone stealing your employer 

identification number (EIN).

Small business owners are twice 

as vulnerable as the average 

citizen and there is litt le they can 

do to prevent it. 

You can follow best  pract ices  for 

data security, but there have 

been so many high-profile data breaches, 

including a few incursions into IRS 

databases, that you have to assume your 

identity is already on the dark web. 

With this in mind, let?s look at how the IRS 

handles identity theft for you and your 

business. 

For many people, the first sign someone 

has stolen their identity is when they try to 

file their taxes. If someone has already 

used your credentials to file a tax return, 

one of two things is going to happen. 

1. The IRS will reject your tax return

2. You will receive Let ter 4883C from the 

IRS Tax Payer Protection Program 

about suspicious activity with your 

identity

The IRS knows that identity theft is on the 

rise and has a system in place for helping 

taxpayers untangle their tax fraud 

nightmare, but it is the IRS. The process 

will require a fair amount of 

15

Ident it y Thef t  & 
Taxes: How t o 
Unt angle Your  Worst  
Night m are
By Pat Hammond, The Business Guild

https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudandIDTheftMaps/IDTheftbyState
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudandIDTheftMaps/IDTheftbyState
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudandIDTheftMaps/IDTheftbyState
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudandIDTheftMaps/IDTheftbyState
https://www.irs.gov/individuals/understanding-your-letter-4883c-or-6330c
https://www.irs.gov/individuals/understanding-your-letter-4883c-or-6330c
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documentation and may 

take months, if not longer. 

Scenar io #1: The IRS 

Reject s Your  Tax Ret urn

If your tax return is 

rejected, the IRS advises 

taxpayers to file a paper 

tax return with Form 

14039, Ident ity Theft  

Aff idavit  completed and 

attached to the back. Once 

the IRS has received these 

items, they will assign your 

case to the Identity Theft 

Victim Assistance unit 

(IDTVA).

Per the IRS website, IDTVA 

will try to determine if this 

is the first instance or if 

your identity was used for 

other tax years. They will 

also need to investigate 

how many other people are 

affected by the fraudulent 

return and verify all the 

names and associated 

social numbers (SSN) listed 

on both the real and 

fraudulent returns. 

The IRS says it usually takes 

about 120 days but warns 

that the time to resolution 

has increased to 260 days 

because of the pandemic. 

Considering the explosion 

of identity theft cases since 

2020, it would be safe to 

assume those times will be 

extended for 2021?s taxes. 

The IRS request s you do 

not  cont act  t hem  for  

st at us updat es af t er  

subm it t ing Form  14039.

They will contact you if they 

need further information 

and you will receive 

notification once your case 

is resolved. 

They also state ?Certain 

tax-related identity theft 

victims will be placed into 

the Ident ity Protect ion PIN 

program  and annually 

receive a new, six-digit IP 

PIN.? They do not, however, 

provide any information 

about how a person 

qualifies for this extra layer 

of protection.

Scenar io #2: The IRS 

Not if ies You of  Suspicious 

Act ivit y

Your journey will be slightly 

different if the IRS notifies 

you about suspicious 

activity. The IRS will require 

that you prove you are who 

you say you are before 

discussing your case. You 

have 30 days to respond to 

their identification 

verification request, 

otherwise known as Letter 

4883C, from the Taxpayer 

Protection Program. 

They advise you to ?follow 

the letter?s instructions? 

when verifying your 

identity and to have the 

16Back t o Cont ent s

Ident it y t hef t  losses 
rose t o $43 m il l ion 
in 2020

https://www.irs.gov/pub/irs-pdf/f14039.pdf
https://www.irs.gov/pub/irs-pdf/f14039.pdf
https://www.irs.gov/pub/irs-pdf/f14039.pdf
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https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin
https://www.businesswire.com/news/home/20210323005370/en/4943141/Total-Identity-Fraud-Losses-Soar-to-56-Billion-in-2020
https://www.businesswire.com/news/home/20210323005370/en/4943141/Total-Identity-Fraud-Losses-Soar-to-56-Billion-in-2020
https://www.businesswire.com/news/home/20210323005370/en/4943141/Total-Identity-Fraud-Losses-Soar-to-56-Billion-in-2020
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https://www.businesswire.com/news/home/20210323005370/en/4943141/Total-Identity-Fraud-Losses-Soar-to-56-Billion-in-2020
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letter with you when you 

call the toll-free number 

provided in the letter. You 

should also have a copy of 

your previous year?s return. 

If you cannot convince the 

customer service 

representative of your 

identity, you may have to 

make an in-person visit to 

an IRS Taxpayer Assistance 

Center . This will require a 

photo ID along with Letter 

4883C and a copy of the 

prior year?s tax return. 

Once you prove your 

identity, the IRS will ask if 

you filed the return in 

question. If you didn?t, they 

will remove it from your tax 

records. If you confirm you 

filed the return, they will 

release it to be processed 

as normal. 

The IRS offers no guidelines 

for how long this process 

takes but suggests you file 

a paper return if you have 

not yet filed for the current 

filing season. 

Business Ident it y Thef t

Although business identity 

theft is much less common 

than individual identity 

theft, it is still troublesome. 

A January 2020 report from 

the General Accountability 

Office (GAO) stated the IRS 

flagged 182,700 business 

tax returns for potential 

identity theft between 

January 2017 and August 

2019. Only 4% of the 

returns, representing $384 

million in refunds, were 

?confirmed as business 

identity theft,? but it?s still a 

concern. 

Given the drastic increase 

of reports of personal 

identity theft since 2019 
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https://www.irs.gov/help/contact-your-local-irs-office
https://www.irs.gov/help/contact-your-local-irs-office
https://www.irs.gov/help/contact-your-local-irs-office
https://www.irs.gov/help/contact-your-local-irs-office
https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudandIDTheftMaps/IDTheftbyState
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and the number of 

pandemic-related 

assistance programs for 

American businesses, it is 

not a stretch to assume 

those numbers have also 

escalated over the past 

year and a half.

There are few resources 

available for business 

owners who suspect 

someone stole their 

business identity. 

Unlike personal identity 

theft, the FTC does not 

appear to provide a 

reporting mechanism for 

business owners who are 

victims of business identity 

theft. Other than a general 

suggestion to report the 

theft to your local police or 

the FBI, the U.S. 

government doesn?t offer 

much guidance on how to 

make an official complaint. 

The only exception to this is 

tax fraud.

There may not be an 

official statistic for how 

many businesses are 

victims or how many 

returns the IRS determines 

are fraudulent, but the IRS 

has a procedure for you to 

follow if you suspect your 

EIN has been used to file a 

fraudulent tax return. 

Unless you received an 

information request letter 

from them, the IRS asks 

business owners to submit 

18Back t o Cont ent s
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Form 14039-B, Business 

Ident ity Theft  Aff idavit  to 

report suspected tax fraud 

because of business 

identity theft. 

Like personal identity theft, 

you?ll know your EIN has 

been used to file a 

fraudulent tax form if:

- The IRS rejects your 

e-filed return because 

someone else already 

filed a return with 

your EIN

- You receive a rejection 

to an extension 

request because 

someone already filed 

a return

- You don?t receive 

routine notices from 

the IRS because 

someone else has 

changed your 

business address

- You receive a letter or 

notice about 

something you didn?t 

submit

You don?t need to submit 

Form 14039-B if you 

receive a Letter 6042C or 

5263C information request 

to validate a return or 

business entity. All you 

need to do is follow the 

instructions in the letter 

and respond within the 

designated time frame.

This is an area where a 

professional tax advisor 

can be invaluable. The IRS 

sends routine advisory 

notices to certified public 

accountants about new 

procedures and emerging 

tax issues. Your CPA can 

help you identify 

fraudulent activity and help 

you navigate the IRS?s 

sometimes Byzantine 

processes. 

If you believe you or your 

business is a victim of tax 

identity theft, assume your 

company?s banking and 

credit accounts are also at 

risk. 

Follow standard 

precautions such as placing 

freezes or holds on credit 

and bank accounts, 

updating passwords, and 

monitoring your accounts. 

Once the bad guys have 

your EIN or SSN it?s easy for 

them to take the next step 

to take out loans or drain 

your bank accounts. ?
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It  t akes an average of  six m ont hs & 
200 hours t o recover  your  ident it y

ident it yt hef t .gov
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GetYour  Geek 
On! DIY Your  Websit e Like a Pro

(No Coding Sk il ls Required)

WordPress is 
great  if  you have 
a blog, but ...
THERE IS A BETTER OPTION IF YOU 
ONLY NEED A ONE-PAGE WEBSITE

Save Money & Sk ip t he CMS 
Headaches

- Create custom styles
- Optimize your site
- Add sub-domains
- Build landing pages for events & 

special offers

This is a live workshop 
Seat ing is lim itedWednesday, February 9, 2022 

5:30 PM - 8:30 PM (EST)

Be your own webmaster!

info@thebizguild.com

Sat urday, February 12, 2022 

9:00 AM - 12:00 PM (EST)

Choose f rom  2 Dat es!

Learn how t o build a m odern, 
professional, budget -f r iendly 
websit e w it h absolut ely no 
coding sk il ls!

This virtual hands-on workshop from The 
Business Guild will show you how to 
customize & install a responsive 
Bootstrap website for your small 
business.

thebizguild.com/succeed/classes

$75/Members ? $150/Non-Members

Reserve Your  Spot  Today!

Back t o Cont ent s 20
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The value of networking is 
developing st rong 
business relat ionships.

The Business Guild?s virtual 
bi-monthly PowerUp 
Relationship Building 
events are focused on 
building those relationships 
between like-minded 
business owners to ?know, 
like, and trust? each other.

PowerUp Relationship 
Building is designed to 
foster strong business 

relationships by sharing 
ideas, collaborating, and 
connecting each other with 
the people and resources 
they need to succeed ? 
creating a space to help 
each other grow their 
businesses. 

These bi-monthly virtual 
evening events offer:

-  Moderated topics
-  Group discussions
-  Break outs for 1-to-1s

In Episode 6 of the Success 

Funnel podcast , Pat and 
Lisa chat about the value of 
networking with PowerUp. 

For more information 
about The Business Guild's 
PowerUp Relationship 
Building events, please visit 
our page on Eventbr ite or 
click on the events page on 
thebizguild.com  under 
Connect. ?

Have you been t o one of  The Business Guild's 

bi-m ont hly PowerUp Relat ionship Building 

event s yet ?
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Cybercrimes like phishing, 

malware, and ransomware 

are on the rise and small 

businesses -- like yours -- 

are at risk. 

It?s easy to fall into a false 

sense of security because 

you?ve taken your work 

laptop to the coffee shop 

with you a hundred times 

and nobody has ever 

bothered it when you went 

to the counter for a refill. 

Why would you worry 

about it now? 

In its 2020 Internet Crime 

Report, the FBI cited a 69% 

increase in cybercrime 

complaints over the 

previous year with ?losses 

exceeding $4.1 billion,? and 

those numbers are 

climbing. 

A recent report to the U.S. 

Senate Commerce 

Committee from the 

Identity Theft Resource 

Center stated, ?the 

number of data breaches 

through September 30, 

2021 has exceeded the 

total number of events in 

Full-Year (FY) 2020 by 17 

percent.? 

The statistics are staggering 

and they barely scratch the 

surface when you consider 

that only 15% of 

cybercrime is reported to 

authorities.

As much as we (small 

business owners) would 

like to believe that 

cybercriminals only target 

large, high-value 

companies, the fact is they 

don?t care how big your 

company is. 

Sole proprietors, doctor?s 

offices, car dealers, 

restaurants, and small 

manufacturing companies 

are all fair game for 

cybercrime.

Any business that uses 

computers, the internet, or 

internet-connected devices 

is a potential target.

According to the small 

business lending website 

fundera.com, 43% of cyber 

attacks target small 

Cybersecur it y: Best  Pract ices for  
Your  Sm all Business

Just  because your  
business is sm all, 
i t  doesn?t  m ean 
you?re not  
vulnerable. 

The U.S. Sm all 

Business 

Adm inist rat ion (SBA) 

has a list  of planning 

and assessment  tools 

from the Federal 

Communicat ions 

Commission (FCC) and 

the Department  of 

Homeland Security 

(DHS) for how to stay 

safe from cyber 

secur ity threats.
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24businesses. If that?s not 

enough to get your 

attention, the U.S. Security 

and Exchange Commission 

says 60% of small 

businesses that are victims 

of a cyber attack go out of 

business within six months.

The scary thing is it only 

takes one errant mouse 

click to open the door to 

ransomware, malware, or 

worse.

Giving up computers and 

the internet are not 

reasonable options for 

most companies. So how 

do you, as a small business 

owner, protect your 

business?

You start with a basic risk 

assessment and embrace 

industry-standard practices 

that minimize risk and 

maximize your likelihood of 

recovery.

- Take a data inventory 

to identify the type of 

information you 

collect, how it?s stored, 

and who has access to 

it

- Audit all internal and 

external systems, 

hardware, software, 

and connections to 

third-party partners

- Develop cybersecurity 

policies and 

procedures for all 

levels of your business

- Educate and include 

employees in 

cybersecurity planning 

and preparedness

Dat a Invent ory

Before you can determine 

the best way to secure your 
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data, you have to know 

what kind of information 

you have and how it?s 

stored. 

- What type of data do 

you collect?

- How do you use it?

- Who has access to it?

Is it proprietary 

information about your 

products, personal 

information about 

employees, market 

research, or some other 

form of business 

intelligence you wouldn?t 

want to be sold on the 

web?

Most small business 

owners don?t realize how 

much information they 

have or who has access to 

it.

Audit  Syst em s and 

St ruct ures

The second area of concern 

is your systems and 

structures. 

This includes your 

workflows, networks, and 

physical equipment such as 

computers, routers, and 

connected devices. It can 

also include old-school 

paper filing cabinets if you 

have them.

The goal is to identify 

critical intrusion points and 

determine the overall 

health and safety of your 

systems.

Although your IT staff can 

perform an audit and offer 

recommendations, best 

practices dictate you 

outsource your systems 

audit to an external 

professional. 

Not only does it lend a 

second set of eyes to 

identify issues, but the 

courts look for the use of a 

third-party risk 

management solution as a 

key component of your 

legal defensibility when 

determining your liability 

after a breach.

This may seem like an 

unnecessary expense for a 

cash-strapped small 

business, but it is well 

worth the cost to ensure 

you are aware of all 

potential risks and how to 

limit them . 

Develop 

CyberSecur it y 

Policies and 

Procedures

It doesn?t matter if you?re a 

one-person operation or if 

you have 500 employees. 

Establishing policies and 

procedures provides a 

framework for the correct 

way to do things and a 

guideline for how to 

respond to specific 

situations. 

Cybersecurity policies 
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Phishing is t he t op cause of  cybersecur it y 
breaches
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should include items like 

managing access to 

systems and data. Things 

like data encryption and 

two-factor authorization 

are easy to implement and 

go a long way to securing 

access to important files.

You should also include 

directives about acceptable 

use of company 

equipment, sharing 

passwords, and any other 

activity that diminishes 

your organization?s 

security. 

At the bare minimum, you 

must have a standard 

maintenance schedule for 

updating software and 

security patches for all 

programs and hardware. 

You also need a procedure 

for running scheduled 

backups and how to use 

them to restore 

compromised systems. 

Educat e 

Em ployees

People may be your 

organization?s most 

valuable asset, but they are 

also the largest threat to 

security.

We?re creatures of habit. 

We look for the path of 

least resistance and often 

fail to consider the 

potential ramifications of 

our actions. 

In their 2021 Data Breach 

Investigations Report, 

Verizon found human error 

caused 85% of breaches 

through actions such as: 

- Downloading unsafe 

files

- Using unsecured 

networks

- Losing equipment

- Uploading 

unapproved software

- Failing to report 

suspected incidents

None of these things are 

ill-intentioned, but 

they pose a significant risk 

to your organization?s 

information systems 

because they open the 

door to outside actors.

This is especially true in a 

post-COVID world where 

employers have minimal 

oversight over how and 

where remote workers 

access company resources.

Many ideas that sound 

good in the c-suite may not 

be practical in the trenches. 

Help your employees take 

ownership of your 

company?s cyber security 

by including them in policy 

development. It?s important 

they understand why 

policies need to be in place, 

and the consequences to 

the business if there is a 

breach. 

Listen to their ideas -- and 

let them be part of any new 

implementations.

It?s impossible to eliminate 

all of technology?s inherent 

vulnerabilit ies, but with a 

litt le teamwork, planning, 

and vigilance, you can put 

your business in a position 

to minimize your risk and 

increase your chances for 

recovery. ?
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2020 Int ernet  Cr im e Repor t  St at ist ics f rom  IC3.gov

https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/
https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/
https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/
https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/
https://www.verizon.com/business/resources/reports/dbir/2021/masters-guide/
https://www.ic3.gov/Content/PDF/IC3-Brochure.pdf
https://www.ic3.gov/Content/PDF/IC3-Brochure.pdf
https://www.ic3.gov/Content/PDF/IC3-Brochure.pdf
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https://www.ic3.gov/Content/PDF/IC3-Brochure.pdf
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- Don't  conduct  personal 
business on company 
resources

- Lock your computer 
and devices when you 
are not  there

- Don't  share passwords

- Use st rong, unique 
passwords for every 
account

- Do use mult i-factor 
authent icat ion

- Use an auto 
screensaver that  locks 
after 5 minutes

- Use automated 
updates for secur ity 
and data bases

- Do rout ine backups on 
encrypted storage

We know the idea of 

cybersecurity can be 

overwhelming, so we asked 

cybersecurity expert, Paul 

Oakes for a few simple tips 

to help you increase your 

team's awareness and help 

reduce your organization's 

risk.

Remember, t h is is m eant  

t o be a st ar t ing point , not  

a com plet e r isk  

m anagem ent  st rat egy. 

Please consult a 

cybersecurity professional 

to find a comprehensive 

security solution for your 

organization. 

Thou  Shal t  Not  Cl i ck  the Li n k ...

Paul Oakes has over 25 years of 
hands-on experience and multiple 
certifications in cybersecurity.  

He is also the author of Sofware 
Development Security Domain in the 5th 
Edition of the Official (ISC)2 CISSP CBK. 

These days he shows people how to 
memorize complex technical information 

and keep it in mind. 

Oakes also has a memorable personal 
cybersecurity framework and memorable 
password strategy that he shares.

If you would like to connect with Paul, he 
can be reached at 
scalamagic@gmail.com

- And never , ever  cl ick  an unknown l ink

https://us.amazon.com/gp/product/B07QJSKDN4/ref=dbs_a_def_rwt_bibl_vppi_i0
https://us.amazon.com/gp/product/B07QJSKDN4/ref=dbs_a_def_rwt_bibl_vppi_i0
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https://us.amazon.com/gp/product/B07QJSKDN4/ref=dbs_a_def_rwt_bibl_vppi_i0
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https://us.amazon.com/gp/product/B07QJSKDN4/ref=dbs_a_def_rwt_bibl_vppi_i0
https://us.amazon.com/gp/product/B07QJSKDN4/ref=dbs_a_def_rwt_bibl_vppi_i0
mailto:scalamagic@gmail.com
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edcar t ercpa.com

- Sm all Business Taxes
- IRS Audit s & Dem and Let t ers
- Est at es & Trust s

If  you have received  an IRS dem and let t er  or  are being audit ed, I 
can help.

Skip t he overwhelm , I can help you m ake 
sense of  your  t axes.

781-799-1188
Call Today!

t axhelp@edcar t ercpa.com

Ed Car t er , CPA
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http://www.youtube.com/watch?v=s4X0pqjbpPw
https://edcartercpa.com/
mailto:taxhelp@edcartercpa.com
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Every business has a voice, let 's 
capt ure yours.

Schedule a t im e t o chat

Let 's discuss your writ ing/edit ing 
needs and opt ions to see how I 
can help you take your content  to 
the next  level so you can at t ract  
new customers.

Schedule Today!

wr it eyourwaynh.org

You want  to tell your story to 
your clients/customers, but  
you st ruggle a bit  with get t ing 
the words writ ten. You?re 
looking for someone to help 
you create the content you 
need using ?your  words, only 
bet t er .?

Write Your Way offers the 
writing and editing experience 
you want with dependability 
you can rely on.

Ed i t i n gWr i t i n g
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https://calendly.com/lisajjackson/initial-writing-editing-consult
https://calendly.com/lisajjackson/initial-writing-editing-consult
https://calendly.com/lisajjackson/initial-writing-editing-consult
https://www.lisajjackson.com/
https://www.linkedin.com/in/lisajjackson
https://www.lisajjackson.com/editing/
https://www.lisajjackson.com/editing/
https://www.lisajjackson.com/writing/
https://www.lisajjackson.com/writing/
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A data breach is not personal.

Although governments and large 

organizations are the top targets for 

specific attacks, the bots that spread 

malware and mayhem don?t care who you 

are or what you do. They?re just looking for 

vulnerabilit ies in any systems. 

Your role as the CEO, owner, or manager is 

to be prepared for when it happens.

Some risks can be minimized by adhering 

to best practices, but that?s more like 

shutting a screen door than a steel vault. 

(See Cybersecurity: Best  Pract ices for 

Your Business)

The real challenge, the thing you must 

prepare for now, is what happens after the 

breach. 

- Does your legal team have a plan to 

protect your company from fines and 

Back t o Cont ent s 30

Why You Need t o Prepare for  a 
Dat a Breach NOW!
St op t ell ing yourself  your  
business is t oo sm all t o be 
not iced by hackers...
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lit igation?

- Do you have a public 

relations package 

ready to go?

- How will you get your 

systems back online?

Damage control is your top 

priority and you need a 

three-pronged strategy that 

addresses legal 

responsibility, public 

relations, and recovery. 

When it comes to data 

breaches, the most 

important thing you have 

to worry about is legal 

defensibility.  

You have to be able to 

prove you?ve taken every 

reasonable precaution to 

protect your data, 

proactively prepared a 

response strategy, and 

complied with applicable 

laws that relate to data 

privacy and protection.

If you want to avoid 

potential fines and 

expensive civil lit igation, 

this means you must have 

a data privacy policy that 

includes what type of data 

you store, how you protect 

it, and how you will 

respond when you have a 

breach. 

You also have to 

understand your 

organization?s legal 

responsibility for reporting 

breaches. 

While there is no federal 

data breach notification 

law, every state in the 

United States has its own 

laws that address 

cybercrime notification 

requirements and penalties 

for failing to tender the 

required notification. 

As you would expect, each 

state has a different 

definition and requirement 

about what information 

they consider 

report-worthy, as well as 

how and when you need to 

report a breach.

- Type of information 

stolen

- Number of customers 

affected

- Timeline for 

notification

The International 

Association of Privacy 

Professionals (IAPP) has a 

helpful download that 

breaks down key 

components of each state?s 

data breach law in an 

easy-to-read format. It?s not 

the same as talking to a 

lawyer who specializes in 

privacy and data security, 

but it will give you an idea 

of the diversity of reporting 

obligations. 

At the very least, most 

states require businesses 

to notify local police and/or 

the state attorney general 

after discovering a data 

breach. 

Though it is tempting to 

sweep a data breach issue 

under the rug, failure to 
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Legal Responsibil i t y

There is a hacker  at t ack  
every 39 seconds.

https://iapp.org/media/pdf/resource_center/Data_Breach_Notification_United_States_Territories.pdf
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https://iapp.org/media/pdf/resource_center/Data_Breach_Notification_United_States_Territories.pdf
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adhere to state data and 

privacy laws can result in 

fines and open the door to 

civil liability. 

The Federal Trade 

Commission has a nice 

guideline for how 

businesses should respond 

to data breaches. It 

includes general questions 

and responses based on 

the type of information 

stolen. The FTC also offers 

a sample notification letter, 

an attachment to let 

customers know what to do 

if their data is stolen, and a 

variety of links to additional 

resources. 

It?s a starting point, but falls 

well short of addressing 

individual state 

requirements. 

A data breach doesn?t have 

to destroy your business; 

however, your response to 

the breach might. 

Losing a customer?s 

sensitive data is a breach of 

trust. 

Even though it seems like 

data breaches are 

commonplace, your 

customers want 

reassurance that you 

handle their information 

with the care and concern 

it deserves. They want to 

know who stole their data, 

how it happened, and what 

you?re doing about it. 

This is not unreasonable, 

but it can be tricky. 

- You may not know 

who stole the data or 

how it happened.

- Law enforcement may 

ask you to withhold 

information while they 

investigate.

- Your corporate 

counsel may advise 

you to avoid 

answering questions 

that could open you 

up to further liability. 

This is why it is important 

to have a public relations 

strategy in place before a 

breach happens. 

Consider developing a plan 

that includes workflow 

checklists, prepared 

statements, and form 

letters ready to go before a 

breach event.

This will give you breathing 

room so you?re not 

scrambling to address 

customer concerns while 

you?re racing to get your 

business up and running. It 

will also help you control 

the narrative and show 

your organization in the 

best light possible. 

The third piece of your data 

breach strategy is resuming 

normal operations.
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Prot ect ing t he 
Brand

All Syst em s 
Norm al...

43% of  cyber  at t acks t arget  sm all 
businesses
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There are a lot of ways that 

hackers can get into your 

systems. 

- External actors 

breaking through your 

security systems

- Human error with 

employees losing or 

stealing customer 

records

- Third-party partners 

with inappropriate 

access 

Your response will be 

different if the cause of the 

breach was internal, such 

as an employee leaving an 

unsecured laptop at a 

coffee shop, versus a 

malicious hacker.

Things like having recent 

and historical pre-infection 

backups on hand go a long 

way towards bringing 

systems back online, but 

they're just the tip of the 

iceberg.

You also have to minimize 

the risk of another breach.

Start with a review of your 

data security policies and 

how they measure against 

current industry best 

practices. 

- Audit record-handling 

processes and limit 

access to customer 

records to those who 

need it

- Inventory customer 

data and ensure file 

systems and locations 

are secure

- Make sure all 

employees 

understand the need 

for data security and 

how to respond when 

they discover a breach

Consider hiring 

professionals to review and 

manage your data security 

and response systems. 

Companies like Exterro, 

Relativity, and Everlaw can 

help you devise the 

strategies and responses 

the courts look for when 

determining if your 

organization took 

reasonable precautions to 

protect customer data. 

They can also help you 

create a response plan for 

reporting a breach to 

customers and government 

agencies. 

As you can see, data 

breaches have a lot of 

components that extend 

beyond the actual breach.

If you want to protect your 

business, you must have a 

plan in place that includes 

regular audits of record 

handling, adherence to the 

latest security protocols, 

and a post-breach recovery 

plan. 

Remember, it?s not a 

question of if a breach will 

happen, but when. ?
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Resources
The US Cybersecurity & 
Infrastructure Security 
Agency (CISA) has a lot of 
business resources. 

- CISA Cyber 
Essentials Starter 
Kit 

- Cybersecurity 
Resources Road 
Map - A Guide for 
Small and Midsize 
Businesses

- General tips, 
current alerts, and 
cyber awareness

https://www.exterro.com/
https://www.relativity.com/
https://www.everlaw.com/
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Starter%20Kit_03.12.2021_508_0.pdf
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Starter%20Kit_03.12.2021_508_0.pdf
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Starter%20Kit_03.12.2021_508_0.pdf
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Starter%20Kit_03.12.2021_508_0.pdf
https://www.cisa.gov/sites/default/files/publications/Cyber%20Essentials%20Starter%20Kit_03.12.2021_508_0.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/sites/default/files/c3vp/smb/DHS-SMB-Road-Map.pdf
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
https://us-cert.cisa.gov/
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5 Sim ple Ways t o 
Beat  t he Wint er  

Blahs
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In nature, winter is a time 

of rest and regeneration. 

Trees and plants lie 

dormant, and many people 

use the quiet time to relax 

and regroup. They reflect on 

their goals, spend time with 

close friends, and pursue 

favorite hobbies. 

With its short days and 

long chilly nights, the quiet 

beauty of winter also has a 

darker side. 

Routines that feel 

comfortable and familiar in 

the summer months can 

become ho-hum and 

monotonous when winter?s 

darkness fills the days 

more than sunshine. 

The human body is 

hard-wired to sync with 

daylight and our natural 

energy waxes with the 

morning sun and wanes as 

night falls. It 's difficult to 

maintain that energy when 

we spend our limited 

daylight hours indoors, in 

front of a computer. 

If it feels like your days are 

one long slog of getting up, 

going to work, and sitting 

on the couch, we have five 

simple ways to beat the 

winter blahs.

Zen master Thich Nhat 

Hanh is quoted as saying, 

smiling relaxes every bone 

in your body. According to 

SCL Health, this is because 

the act of smiling causes 

your body to release 

neuropeptides, 

neurotransmitters, and 

endorphins that help to 

ease stress, pain, and 

depression. It?s not the 

panacea, but at the very 

least, knowing you?re sitting 

there grinning by yourself 

may be enough to elicit a fit 

of giggles. 

Any movement that forces 

you out of your seat and 

gets your heart pumping 

will send a boost of 

endorphins that will lighten 

your mood.  Even better, 

regular exercise can 

improve your overall health 

and increase your energy. 

You don?t have to commit 

to a rigid routine. 

A 15-minute walk a few 

times a week can do 

wonders. If you hate the 

treadmill or can?t imagine 

dragging yourself out 

through the snow to go to 

the gym, there are online 

platforms that let you 

sample different activities 
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"Laught er  is t he sun t hat   dr ives w int er  f rom  
t he hum an face."  -- Vict or  Hugo 

1. Sm i le (even 
i f  you 're alone)

2. Exercise 

(sor r y  couch 

pot at oes)

https://www.sclhealth.org/blog/2019/06/the-real-health-benefits-of-smiling-and-laughing/
https://www.sclhealth.org/blog/2019/06/the-real-health-benefits-of-smiling-and-laughing/


36

like HIIT class, spin, or even 

Dancing to the Oldies. As 

long as it involves some  

kind of movement, it 

counts.

Wintry gray days that drag 

into long nights make the 

idea of staying home and 

binge-watching your 

favorite TV show appealing, 

but after two years of 

COVID-19 restrictions, it 

can feel isolating. As much 

as we all appreciate how 

technology helps us stay 

connected, it is no 

replacement for in-person 

contact. If you?re cautious 

about getting together with 

a large group, think about 

grabbing a coffee with 

someone you haven?t seen 

in a while and enjoy a 

socially distanced 

conversation. 

Whether you?re still 

working from home or are 

back at the office, blurry 

boundaries and always-on 

technology can lead to 

feelings of overwhelm and 

isolation. 

If you?ve transitioned 

permanently to remote 

work, think about using the 

time you used to spend on 

your commute to relax or 

spend time with your 

family. 

If you live alone, take your 

dog for an extra-long walk, 

meditate, or do something 

for yourself. 

Don?t forget your commute 

happened twice a day. That 

means you have twice the 

opportunity to carve out 

time to do something 

besides work. 

If you?re back in the office, 

don?t fall into the trap of 

going in early, working 

through lunch, and staying 

late. 

Fitting in one more task 

won?t push a project to the 

3. Connect  

w i t h  people*

4. Scale back

Back t o Cont ent s 36

"One k ind word can warm  t hree w int er  

m ont hs."  -- Japanese Proverb
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next level, but taking 

regular breaks away from 

your desk and leaving the 

office behind when you go 

home will do wonders for 

your energy and morale. -- 

You may even catch a rare 

glimpse of sunlight 

sparkling and dancing 

across the snow. 

Trying new things is a 

fantastic way to break out 

of a tired routine. Take a 

class, rediscover a favorite 

hobby, or learn a new skill. 

Websites like 

futurelearn.com , 

hobbifun.com , and 

at lasobscura.com  are 

great places to find ideas. 

Many towns also offer 

community education 

where you can learn 

everything from a foreign 

language to ballroom 

dancing, Reiki, or cooking.

Each of these activities can 

help you boost your energy 

and improve your mood 

because they force you to 

break free from your 

routine. 

That?s the key. 

The winter blahs are all 

about falling into routines 

that isolate you from the 

people and activities you 

enjoy. 

You can?t control the 

daylight or the weather, 

but you can choose to 

carve out some me-time, 

catch up with friends, cheer 

yourself on, celebrate small 

wins, or be more active. All 

it takes is a conscious 

choice, followed by 

deliberate action. 

* We know that meeting 

new people and making 

friends can be a challenge 

for adults. If you want to 

hang out with people who 

aren?t your co-workers, 

check out meetup.com  or 

eventbr ite.com  to find 

virtual and in-person 

groups and events where 

you can connect with 

people who share your 

interests. ?
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5. Tr y 
som et h ing new

Sum m ary

Seasonal blahs are not  t he sam e as seasonal af fect ive disorder . 

Seasonal affect ive disorder  is a clinical diagnosis of depression that happens during 

a specific time of year and lasts for two or more weeks. 

If  you or  som eone you know is t h ink ing about  hur t ing t hem selves, please call 

t he Nat ional Suicide Prevent ion Hot l ine at  1-800-273-TALK (8255) or  t ext  t he 

Cr isis Text  Line (HELLO t o 741741)

https://www.futurelearn.com/courses/collections/hobby-ideas
https://www.hobbi.fun/discover/
https://www.atlasobscura.com/
https://www.meetup.com/
https://www.eventbrite.com/
https://www.nimh.nih.gov/health/publications/seasonal-affective-disorder#part_6688
https://www.nimh.nih.gov/health/publications/seasonal-affective-disorder#part_6688
https://www.nimh.nih.gov/health/publications/seasonal-affective-disorder#part_6688
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How t o Keep 
Your  Business 

Running 
Through 

In jury or  
Il lness

Do you have the resources 
to replace a key worker on 
the fly?
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What  happens t o your  business if  you 

get  sick  or  in jured and can?t  work  for  a 

few  m ont hs? 

The same question applies to your top 

employees. 

Consider the consequences of your best 

salesperson being out of work for a 

quarter. How would that affect your sales? 

What about your chief IT person or office 

manager? 

Would your business grind to a halt if they 

couldn?t work for six months?

A larger organization can cross-train or tap 

multiple people in-house to cover a 

long-term absence, but micro-businesses 

run lean. With 0 - 6 employees, team 

members don?t have much wiggle room for 

taking on additional tasks. Even worse, if 

you?re a solo worker, there is no one to 

take up the slack. 

This is one of those things you have to 

think about before it happens.

The good news is you 

have more options than 

you realize. 

Jeremy Lindquist, the 

founder of Skypeak 

Financial, says ?If you 

know the value of your 

business, there are a 

variety of things you 

could most certainly do to protect it.? 

Here, he?s referring to disability insurance 

that pays your business when an essential 

employee cannot work because of an 

injury or illness.

While most business owners are familiar 

with insurance products that protect their 

business from liability, few are aware of 

policies that will help them keep the doors 

open if the owner or an essential 

employee suffers a long-term injury.

We?re going to look at the two most 

common types of coverage: key man 

disability, and business overhead expense. 

Both policies pay the business in the event 

that the owner is disabled for an extended 

period, but they are quite different in what 

they insure and how much they cost.

Although many people have heard of key 

man life insurance, few know that a 

business can take out a disability policy on 
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What would you do if you broke both your hands and couldn?t work 

for two or three months? 

Don?t laugh or say it?ll never happen, because things like this 

happen every day. I know this because it happened to me. 

I was lucky because I was in between clients and in a position to sit 

tight until my hands healed, but many people aren?t.

What about you?

Key Man Disability Insurance

https://www.skypeakfinancial.com/
https://www.skypeakfinancial.com/
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the owner or other 

essential employees. 

Lindquist says it?s usually 

an executive or one of the 

highest-paid employees, 

but it can be any employee.

Unlike a standard disability 

policy that pays the 

employee a percentage of 

their income, a key man 

policy pays the business 

while the employee is 

incapacitated. The premise 

is that the business can use 

the funds to hire people or 

offset other expenses 

related to the temporary 

loss of the worker.

- Outsource or hire 

someone to do the 

work

- Pay overtime or 

bonuses for 

employees who take 

on extra duties

- Replace lost revenue

While a regular employee 

disability policy is based on 

the employee?s income, key 

man policies are written for 

the amount of the 

potential loss the business 

could incur if the insured 

employee cannot perform 

their duties for an 

extended period.

Business overhead 

expense (BOE) disability 

insurance is an affordable 

variant of key man 

insurance. 

Like key man coverage, 

BOE insurance is intended 

to stabilize the business 

and keep the doors open in 

the event you can?t work. 

The primary difference is 

that BOE policies cover the 

company?s overhead 

expenses, including 

salaries, while key man 

coverage is tied to 

anticipated losses.

The distinction is 

significant.

Because they base the 

payouts on actual expenses 

rather than potential 

losses, the rates run a 

modest 1% - 4% of your 

company?s operating 

expenses. 

Independent agent Steve 

Wallace says, ?Business 

overhead insurance is one 

of the most effective ways 

to protect the value of your 

business.?

These types of policies 

address the question of 

what happens to your 

business if you get sick or 

injured and can?t work for a 

few months.

Policies like these preserve 

the value of your business.

You put a lot of time and 

money into starting and 

building your business. Any 

unplanned time away from 

work means you?re not 

40Back t o Cont ent s

Business Overhead 
Expense Insurance

What  happens t o you and your  business if  
you can't  work?

Keeping your business 
viable

https://www.linkedin.com/in/swinsure/
https://www.linkedin.com/in/swinsure/
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making money. And if you?re not making 

money, you?re not paying bills.

BOE policies are designed to replace the 

business owner for a long enough time to 

determine if they are going to recover or 

sell their business.

Think about that. 

What is the impact of losing your business? 

Yes, you and your employees would be out 

of work, but your business isn?t just a 

paycheck, it?s an investment in your future 

wealth and financial well-being. 

If you don?t have a contingency plan for 

how to handle the loss of a key employee, 

make one now. 

Have a conversation with a business 

financial advisor to review your current 

status and future goals. 

Remember, all the things that make your 

small business agile also make it 

vulnerable. 

You worked hard to build your business, 

don?t let illness or injury destroy it. ?
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www.johnm organva.com

https://www.johnmorganva.com/
https://www.johnmorganva.com/
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Cust om er  Journey Mapping: 
What  It  Is, St eps t o Take, and An 
Exam ple t o Follow
By Lisa Masiello, TECHmarc Labs
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nly a few short years 

ago, your marketing 

department could easily 

map a customer journey 

from the moment they 

learned about your 

business to the moment 

they made a purchase.

Today, the buyer is in 

control. 

Conventional marketers 

(and the companies they 

support) are losing out to 

competitors for reasons 

such as:

- An ultra-competitive 

market with many 

businesses using 

virtually the same 

messages and 

marketing strategy

- Similar merchandise 

that is almost identical 

to each other

- The use of social 

selling and 

relationship building 

by every client-savvy 

and customer 

experience-focused 

sales and marketing 

professional

- More stakeholders 

involved in the 

decision-making 

process

So, what are you supposed 

to do to stay ahead of your 

competitors? Create a map 

to thoroughly understand 

all aspects of your 

customer?s journey. 

What is a journey map?

Visualize a journey map as 

the steps a buyer takes and 

the stages they move 

through as they discover 

and learn about your 

business on their way to 

becoming your customer.

That includes 

every experience a 

buyer has with 

employees across 

your organization 

(not just with 

marketing and 

sales), on your 

website, as part of your 

social media community, 

and all other online and 

offline interactions they 

have.

A thoughtful and 

well-planned journey map 

enables you to understand 

how your most-valuable 

customers move through 

the sales process from 

contact, to marketing 

qualified lead, to sales 

qualified lead, to customer. 

This valuable resource 

enables you to discover 

points along the way where 

your internal activities, 

campaigns, messaging, and 

materials are out of 

alignment with buyers' 

needs, and where you are 

Your  cust om er 's 
journey m ay not  
be a st raight  l ine

Map Your  Cust om er 's Journey in 5 Easy St eps

O
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doing well. It also enables 

you to provide the right 

experience, message, or 

resource at the perfect 

time to close customers 

and increase sales.

Cust om er  Journey 

Mapping St eps

If you are already losing 

high-value prospects, it is 

essential to understand 

prospects? requirements, 

what motivates them to 

act, and what types of 

communication and 

marketing tactics resonate 

with them.

St ep 1: 

Det erm ine 

Your  Target  

Cust om er

Step 1 is to figure out who 

your target customer is. 

Your company?s 

management 

team is the 

perfect place 

to start 

because they 

can provide 

you with a 

picture 

based on the 

company?s goals. 

Your customer database is 

another valuable resource. 

Take a look at it to uncover 

your most profitable 

customers and find 

common themes between 

them.

Don't presume that your 

biggest customers will be 

your best customers unless 

revenue is your only 

criterion. 

If, for example, you are 

interested in expanding 

into a new industry, you 

need to assess your current 

customers in that industry 

and determine what made 

them select your product 

or service over others. The 

messaging and materials 

that resonated with them 

may also resonate with 

other businesses in that 

industry.

By speaking with your 

management team and 

reviewing your customer 

database, you are 

evaluating and selecting 

target customers at the 

company level. But that?s 

just the first part of the 

evaluation. The next step 

requires you to dig a bit 

deeper. Who are the 

people within these target 

businesses conducting 

product research, 

influencing the selection 

process, and making the 

final decisions? and what 

are their motivations?

St ep 2: 

Uncover  t he 

Right  Players

I separate Determine Your 

Target Customer and 

Uncover the Right Players 

because these groups are 

distinct and assuming all 

people within one target 

customer organization 

have the same needs and 

approach the purchasing 

Don't  presum e your  
biggest  cust om ers 
w il l  be your  best  
cust om ers
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process with the same 

preferences is incorrect.

Let?s use an example of a 

sales VP who wants to 

purchase a new customer 

relationship management 

(CRM) software solution like 

Zoho CRM and Freshsales 

CRM for his sales 

department.

The sales VP may ask a 

team member to research 

the perfect CRM application 

for their needs. It should 

enable them to have a 

360-degree view of each 

customer and easily up- 

and cross-sell additional 

products and services to 

increase revenue.

At the same time, the sales 

VP may discuss this 

purchase with his 

company?s IT department 

to ensure they can 

integrate the final solution 

into the company's IT 

network. He also speaks 

with marketing?s CMO to 

ensure seamless 

integration with that 

department?s Campaigner, 

Hubspot, or other 

marketing automation 

software.

While the business-focused 

researcher and primary 

stakeholders have a 

specific set of criteria and 

biases on which application 

is best, the IT-focused 

influencers have a different 

set of requirements.

Therefore, before you 

progress too far down the 

road to creating a customer 

journey map, be sure to 

identify your target 

company and recognize the 

differences between all 

players within the 

organization.

St ep 3: Char t  

Your  Buyers? 

Act ions at  Each 

St age

Evaluate your customers? 

buying behavior internally 

from within your 

organization, and 

externally, by speaking 

directly with them.

Conduct  an int ernal 

evaluat ion

Gather and assess all 

customer data inside your 

organization. That may 

include running marketing 

automation and CRM 

reports, reviewing 

customer surveys, 

participating in sales calls, 

and listening to recorded 

customer service 

conversations. Each will 

provide you with insights 

into your customers? 

experiences at every stage 

of the buying process.

Simultaneously, interview 
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your company?s employees 

who regularly interact with 

customers to get their 

distinct perspectives. Make 

sure you go beyond the 

traditional sales, marketing, 

and customer care 

interviews to include other 

appropriate personnel.

Use the answers and 

anecdotes you received 

during your internal 

evaluation to develop a 

written set of assumptions. 

It is common for each 

department to have 

different ideas about your 

customers' priorities and 

their interactions with your 

organization.

Conduct  an ext ernal 

evaluat ion

Verify whether your 

internal assumptions stand 

up to close examination by 

reaching out to actual 

customers and prospects. 

Call them on the phone, 

distribute surveys, conduct 

focus groups, monitor 

social media channels, or 

choose another way to 

communicate with them 

directly. Understanding 

why someone didn?t 

choose your company is 

often more insightful than 

only speaking with 

customers who did.

St ep 4: Ref ine 

Your  List  of  

Channels, 

Touchpoint s, and 

Cont ent  t o Best  

Connect  w it h Buyers

Now that you have actual 

customer data rather than 

assumptions, you can 

move forward and create 

an accurate journey map.

It should contain 

information on:

- How your customers 

currently interact with 

your company

- What they want from 

the interactions they 

have with your 

company

- What is missing

This dissection will 

illuminate where things are 

going well and where they 

are off target, enabling you 

to create physical 

materials, marketing 

campaigns, and revised 

messaging needed at each 

stage.
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St ep 5: 

Coordinat e 

and Launch all 

Touchpoint s Across 

t he Cust om er  

Journey

After your journey map is 

complete and you create a 

tactical action plan to help 

plug the holes and enrich 

your customer experience 

throughout their journey, 

your last step is twofold.

- Implement the plan 

you developed.

- Integrate marketing 

campaigns, product 

messaging, sales 

scripts, and other 

appropriate resources 

across departments to 

provide exceptional, 

cohesive, and 

company-wide 

customer service. 

Example of a Customer 

Journey Map

I have created a journey 

map example for you to 

follow (above). It targets a 

customer interested in 

purchasing IT services from 

a technology company. 

They may want to buy 

cloud computing services, 

the latest business 

application, or an effective 

work-from-home 

collaboration tool. 

Your journey map doesn?t 

need to be fancy and 

doesn?t require you to 

purchase new software. 

You can create it in Excel, 

Google Sheets, or another 

spreadsheet you already 

use just as I did. 

B2B and B2C technology 

companies devote a lot of 

time and effort to creating 

informational content like 

e-guides, white papers, and 

instructional videos that 

help potential buyers in the 

Exam ple of  a cust om er  journey m ap using a spreadsheet . (Click  t he im age for  fu l l  
screen.)

https://thebizguild.com/application/files/9116/3819/6805/example_customer_jourmey_map_-_Sheet1.pdf
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investigation or exploration 

phase of their journey.

In a B2B business, you can 

create customer success 

stories that potential 

buyers can provide to their 

stakeholders.

In a B2C business, 

customer stories or 

user-generated content can 

help the potential buyer 

convince other influencers 

that yours is the product to 

buy.

Of course, your list of the 

most-effective sales and 

marketing materials for 

each stage will be unique 

to your organization, 

developed based on your 

customers' requirements 

and interests. 

While I can provide a good 

example of a customer 

journey map, the 

corresponding content 

development list will be 

specific to my journey map 

and related buyer. Your 

ideal sales channels, 

marketing content, and 

campaigns should be 

unique to you. There is no 

one-size-fits-all solution.

Let?s recap

1. The conventional sales 

and marketing journey 

is obsolete and never 

coming back.

2. Buyers who used to 

move from point A, to 

point B, to point C, 

and point D during the 

customer journey now 

move from point A, to 

point L, to point E, to 

point Y. Their 

customer journey is a 

bit more roundabout.

3. You need to recognize 

your customer 's 

journey, their state of 

mind during each 

stage, and the value 

your business delivers 

at each point along 

the way.

4. Thoroughly 

understanding all 

aspects of your 

customer?s journey 

will drive 

advancements and 

improvements within 

your business, 

increase customer 

delight, grow sales to 

new customers, and 

cross-sell additional 

products to existing 

customers. ?
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Lisa Masiello is an author, business owner, and 
award-winning B2B marketer.

Her book, Trade Show 411, provides exhibitors like you 
with the knowledge and tools you need so you can 
stop pulling your hair out. The book will be released 
in Q2, 2021.

 Subscribe to Lisa?s newsletter at 
www.LisaMasiello.com 

You can also connect with Lisa on LinkedIn.

https://www.lisamasiello.com/tips-for-exhibiting-at-trade-shows
https://www.linkedin.com/in/lisamasiello


48

Flackery - Wint er  2021

Check out  our  
lat est  
podcast !

Promote your 
business & share your 
expert ise as a guest  
on an upcoming 
podcast .

in fo@t hebizguild.com

SuccessFunnelPodcast .com

The Success Funnel Podcast is your one-stop 
source for everything you need to succeed.

- Planning
- Leadership
- People & Resources
- Opportunity
- Success

Click the links below to hear the latest episodes 
or join us as a guest!

Join Us for  t he Success Funnel Podcast !
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http://www.youtube.com/watch?v=u0b_QZrFGMQ
http://www.youtube.com/watch?v=DP4aCFytYds
http://www.youtube.com/watch?v=3yRSztpusKo
http://www.youtube.com/watch?v=JvKmlUX4HzA
http://www.youtube.com/watch?v=nj1U9ooHTLs
http://www.youtube.com/watch?v=seVnxiV7FUg
mailto:info@thebizguild.com
https://thebizguild.com/promote/success-funnel
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Cont ent  Market ing

Prom ot e Your  Business Wit h Feat ure 
St or ies & Sponsored Post s

Flackery is now accepting feature stories and 
sponsored posts from The Business Guild members 
and non-members.*

How does it  work?

Lisa will interview you about your business and story 
idea then craft it into a written article featuring your 
ideas and  expertise.  

- No struggling to find the right words
- No issues finding the time to write
- No excuses!

Content marketing is a key component of your successful marketing strategy and 
we provide the perfect marketing tools, using the perfect marketing vehicle, at 
a price you can afford.     

- Professional presentation
- Targeted small biz audience
- Shareable evergreen content

Make YOUR cont ent  m arket ing easy!

Your  Words, Only Bet t er

Mem bers: $175

Non-Mem bers: $250 

Your  Or iginal Cont ent  

Mem bers: FREE

Non-Mem bers: $125

Deadline: January 28, 2022

 B
ook  

To
day!

Book Today -- Your  Words, Only Bet t er  
Deadline is January 28t h!

*  see submission guidelines for details

No t im e t o w r it e? No problem !

We've t eam ed up w it h Lisa J. Jackson f rom  
wr it eyourwaynh.org t o br ing "Your  Words, 
Only Bet t er "  t o Flackery!

Subm it  your  
cont ent  t oday!

The Business Guild & Flackery make it easy for YOU to share YOUR expertise and 
promote YOUR business.

Back t o Cont ent s 50

https://form.jotform.com/idealady/flackery-content-marketing-custom-c
https://form.jotform.com/idealady/flackery-content-marketing-custom-c
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
https://www.cognitoforms.com/PatriciaHammond1/FlackeryContentMarketingWithLisaJJackson
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
http://writeyourwaynh.org
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Get  t he biggest  bang for  your  buck  w it h a 
digit al ad in Flackery!

The great thing about a digital publication is that your ads 
are digital too. This means your ad isn't limited to basic 
content and contact information.  

- Link to Website, Landing Pages, and Social Media 
Platforms

- Embed Video, Coupon Codes, Special Offers, & More!
- Even better, your Flackery ad is shareable, pinnable 

content that is available 24/7.  

When was t he last  t im e a pr int  ad did t hat ?  

Prom ot e YOUR Business in Flackery!

Do you want  

t o reach  a 

diverse, 
dedicat ed 
business 
audience?

Save 25% when you buy a 1-Year  ad package (4 issues)!

Budget -Fr iendly Rat es

Full Page (approx 8.5" X 11") $250/per issue $750/annual

1/2 Page (approx 8.5" X 5.5") $150/per issue $450/annual

1/4 Page (approx 4" X 5") $50/per issue $150/annual

1/4 Page - Video (approx 4" X 5") $75/per issue $225/annual

1/3 Page*  (approx 2.83" X 11") $75/per issue $225/annual

*  Video cannot be added to 1/3 column ads

Get  your  ad 
t oday!
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Business Resources

It  would take the ent ire magazine to list  resources for every city, state, or 
county, so we're including direct links to the corresponding resources 
pages on The Business Guild's website. If you're looking for a resource that 
isn't  listed, please send an email to info@thebizguild.com and we'll t ry to 
help you find what you're looking for.  

Busin ess & St rat eg ic Plann in g

Th is includes federal business resources, usefu l tools, and  all of The Business 
Guild 's business p lann ing  tem plates.

W eb & Graph ic Desig n

The w eb g raph ic design  resources feature usefu l t ips for choosing  a CMS, bu ild ing  
a w ebsite, im proving  page speed, and  site m ain tenance.

It  also covers g raph ic design  t ips and  links to several f ree g raph ic design  p rog ram s.

Sales & Market in g

Sales & Market ing  has in fo about  ERPs and CRMs; t ips, t ricks, and  st rateg ies for 
boost ing  sales; top  p icks for em ail m arket ing  p rog ram s; tem plates for sales and  
m arket ing  cam paigns; and  links to com m unity partners.

Classes & Train in g

The classes & t rain ing  sect ion  offers a collect ion  of live and  on-dem and classes, 
events, and  sem inars f rom  The Business Guild , our m em bers, and  com m unity 
partners.

Back  Of f ice

Th is sect ion  con tains a variety of back off ice tools and  resources for your HR, 
account ing , and  IT quest ions.

Back t o Cont ent s

Free and Budget -Fr iendly Resources for  Your  Business

t h eb izg u ild .com /succeed
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SUBSCRIBE TO GET 
FLACKERY IN YOUR 
INBOX

Past  Issues

Sum m er  2021 Spr ing 2021 Wint er  2020

Fall 2020 Wint er  2019 Fall 2019 Wint er  2018

Fall 2018 Spr ing 2018
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SUBSCRIBE TO GET YOUR FREE 
COPY OF FLACKERY IN YOUR 
INBOX

Thank you for  reading Flackery. 

If you liked what  you read, be 
sure to check out  our back issues 
for more tools, t ips, and 
business insights at  
Flackerymag.com

Back t o Cont ent s

Did you enjoy 
Flackery?

54

Join our  vir t ual 
net work ing lunch 
group!

When: Every other Wednesday from 
12:30 PM - 1:30 PM ET

Where: Virtual/Zoom

Cost : Free 

See websit e for  
det ails

thebizguild.com
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Granit e St at e
Paralegal

(603) 860-7268   ?  info@gsps.legal

Services LLC

We br ing you t he best  in 

paralegal suppor t

- Minim ize Cost s
- Maxim ize Ef f iciency
- Expedit e Work f low

- Solo Pract it ioners
- Sm all t o m id-size law  

f irm s
- Account ing Firm s
- Tit le Com panies
- Com panies w it h in-house 

counsel
- Legal Aid

Wit h over  25 years of  exper ience our  t eam  of  paralegals can help you 
m inim ize cost , m axim ize ef f iciency, and br ing your  cl ient s t he prom pt , 
professional at t ent ion t hey are look ing for . 

(603)860-7268

Are you a solo pract it ioner  or  at t orney 
in a sm all of f ice?

Call Today!

www.gsps.legal
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Allegra Boverm an Phot ography

Let  m e t ell your  st ory

AllegraBoverm an.com

Por t rait s

Fam ily, Engagem ent , & 
Children's Por t rait s

Special Event s - 
Conferences, Galas, Et c...

Business & Indust r ial 
Phot ography

Edit or ial - News, Feat ures

Com m unit y & Public 
Relat ions
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Success happens out side your  
com for t  zone.

Back t o Cont ent s 58


